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4 N
Thank you for choosing our device Ecler PLAYER ONE / PLAYER ZERO!
We appreciate your trust.

This is a Tutorial developed exclusively to answer any questions you may have on this

particular topic and, in this way, improve your experience with our products.

We remind you that you can also visit our website at www.ecler.com where you can

access the complete user manual of the product.

If you still have any questions after reading, you can contact your supplier or distributor,

or fill in the contact form on our website, at Support / Technical requests.
\ /

The Store and Forward (S&F) module allows PLAYER devices (Player ONE and Player ZERO)

to download remote audio content to local storage media (USB/uSD).

When it is active, it checks a remote location that hosts audio content on a daily basis, compares
it to the current content stored on local media (USB/uSD) and, if necessary (if differences are
detected), syncs the local content to make it an exact copy of the remote content. This is a safe
method of playing content on the device during working hours (during the day), storing it on local

media without the risks associated with real-time streaming.

The Store and Forward (S&F) utility for remotely synchronising music content uses the Rsync
(Remote Sync) tool.

p
! This exemplified and orientative technical tutorial is intended for qualified IT personnel

Lonly.

4 N

! The third-party tools and procedures discussed in this manual are for information

\purposes only, and no support queries will be answered in relation to them. )

~

= From now on in this tutorial, we will use the word PLAYER to refer both to Player ONE
and to Player ZERO models.

J
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2.1 Necessary tools

e Ubuntu 22.04
e VPS Provider

VPS is a virtual private server. It acts as an isolated server. Unlike shared hosting, it

&

works as if it were your own private server.

2.2 Necessary steps

I The steps may differ depending on the contracted VPS provider, but the principle is
the same.

First of all, you need to have an active account and subscription with a VPS provider. To do
this:

Log in to your account and look for the "VPS" section.

2. Choose server size, amount of RAM, amount of storage space and amount of CPU.

Starter

Processor 1vCore

Memory 2GB

Storage 20 GB SSD SATA
Public 100Mbps
bandwidth

3. Choose the operating system you want to install. In this case, we recommend Ubuntu
22.04.

Operating system selection

Distribution only

Operating system selection

@ Ubuntu

Version 23.04 v

Free

HoRnpeRA B
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4. Inthe time slot section, you must select the region in which you want to create your VPS.

Slot Quantity

North America, Virginia (United States), Vint Hill (US-EAST-VA) ' 1

5. Inthe Renewal Frequency section, you must select the desired option.

uondNposU|

Renewal frequency

1 month 3 month 6 month 1year

¥0'zZ NLNNGN
yum dn a1 319s

6. Verify that all information is correct and proceed to finalise the subscription. A
nI

g =

7. Once subscribed, in the VPS configuration screen, you will be able to adjust network g&;
settings, add additional storage, adjust security, etc. Configure these settings according @ 3

BIA SdA 01129UU0D) | pue SdA € 21eal)

to your preferences and needs.

_ Virtual private cervers (VPS) / vps-82487849.ups.ovh.ne
> £ Dedicated sarvers vps-8a487849.vps.ovh.net
v Virtual private servers vps-82487640.vps.ovh.net

‘ - VP for Store&Forward-Tachsupport

5 = Managed Bare Metal Home Secondary DNS Automated backup Additional disk Databases Monitoring

> 3% NASand CDN

(4%2S)
piemio- i 21015
40} uoneaud Jasn

> & Platforms and services @ o now attached to a free IPv8 in addition to the default 1Py,
L= Metries Data Platform
> |l Logs Data Platform Your VPS Your configuration P n)
> i Load Balancer [0}
Status Model 1Pva 3
» Hetwork Active VPS vps2020-starter-1-2-2 5.196.22.108 ) @ g
7 Storage and backups g_
Hame vCores \Pve [=5
200314160:3232001268 ] @
o F Add vCores by upgrading to the higher range
Boot @ n
Gat
LOCAL Memory steway 0
2001:4140:522200:51 [} I
05/Distribution @ Add mare memary by upgrading to the higher range ~
Ibuntu 22.04 Secandary DS (]
No domains configure <
Storage = configures “w
Zone 20GE
“ Add more storage by upgrading to the higher range
Location
¥ Strasbourg (SBG) - France

8. Once the VPS has been created, you will be able to access it through the provider's

(d13)
eNiZanld Yum sdA
0] Juau0d Buipeoydn

console by entering your Ubuntu user details.

e N
= Recommended security tips to protect your VPS.

(ouAsy)
S1npow 43S

e Be sure to update and patch the server after the initial installation to keep it safe and

secure.

e Consider changing the SSH listening port, which defaults to 22.

o Change the password of the root user.

ol
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Once your VPS has been created and validated, the provider should provide you, via your
email account, with all the relevant information you will require to enter in the PuTTY

terminal:

e |Pv4 address of the VPS.
e Name of the VPS.

¢ Administrator account.

e User.

e Password.

1. You can access the server through a command line terminal (on Linux or Mac) or using
third party software on Windows, we recommend PuTTY, which will be used in this

example.

Download the PuTTY software from its official website: https://www.putty.org/

Open PUTTY and in the "Host Name (or IP address)" section enter the IPv4 address of
the VPS you wish to connect to.

4. Inthe "Port" section, enter the communication port you have established, in this case we
will use the default port "22".

5. Select "SSH" as the connection type
6. Click "Open" to start the SSH session.

Category:

[=}-Session | Basic options for your PuTTY session

.~ Logging ) .
& Terminal Specify the destination you want to connect to

. Keyboard Host Name (or IP address) Port
- Bell 164, ". 22
- Features

) Connection type:
&-Window (JRaw  ()Telnet (")Rlogin '.G.ISSHI () Serial
- Appearance

- Behaviour
- Translation
- Selection
- Colours
[=-Connection

Default Setti
. Data efault Settings Load
. Praxy
Tena
- Rlogin
- ss

L. Seral

Load, save or delete a stored session
Saved Sessions

Close window on exit
() Always (I Never 1@ Only on clean exit

About ] [ Help Open l [ Cancel

uondNpo.su|
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7. Accept the security message.

e The host key is not cached for this server

¥ you trust this host, press “Accept” to add the key to PuTTY's cache and camy on
connecting

uondNposU|

¥ you want to cany on connecting just once, without adding the key to the cache, press
Connect Once

¥ vou do not trust this host. oress "Cancel” to abandon the connection

More info Accept Connect Once Cancel

¥0°ZZ NLNNGN
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8. Enter your VPS username and password when prompted. w2
o]

. 35

8 c
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9. You are now connected to your VPS.

10. As you are now logged in with high permissions (a sudo user), you can enter commands

to perform administrative tasks. We recommend that you change your password first.

(ouAsy)
S1npow 43S

~$ nombre_de_usuario

New password:

Retype new password:

passwd: password updated successfully

~N
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Now that we have our VPS up and running through the Putty terminal, let's create a new user
for the specific use of S&F.

[ U oitis important not to use the ADMIN user for the S&F implementation. }

1. Before creating the new user, both for new versions of Linux and Ubuntu 22.04, we

must enter the following commands.

I This procedure will restart your VPS and stop the SSH connection, so you will

eed to reconnect via SSH.

sudo sh -c 'echo "HostKeyAlgorithms +ssh-rsa" >> /etc/ssh/sshd config'

sudo sh -c 'echo "PubkeyAcceptedAlgorithms=+ssh-rsa" >> /etc/ssh/sshd config'

sudo reboot

2. Shut down the PuTTY terminal and reconnect.
@ PuTTY (inactive)

3. We create the specific user for Store & Forward. In this case, our user will be called "SAF".

sudo adduser --home /home/saf/ saf

Enter the new password for the SAF user.
Leave the following requested data (Full name, room number...) empty and press ENTER.

Press the "y" key to accept that the information is correct.

N o o »

Enter the following commands in the terminal to change the user to SAF.

su saf

cd

mkdir sync
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1.

We use the command ssh-keygen -m PEM to generate the keys and press ENTER

directly in response to each question (without typing anything).

Add the public keys to the authorised keys with the following command and then press
ENTER:

cat .ssh/id_rsa.pub >> .ssh/authorized_keys

You may view the private key that you need to enter in the Store and Forward

configuration page of the PLAYER:

cat .ssh/id_rsa

The private key that we must place in the S&F Module of our PLAYER is from "----
-BEGIN RSA..." dragging the cursor to the end, in "...PRIVATE KEY----".

Copy from here
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1.
2.

3.

©® N o 0 &

Download and install FileZilla on your computer.

Open FileZilla and select "File" from the toolbar.

FileZilla
Edit View Transfer Server Bookmarks Help

Click on "Site Manager" and then on "New site".

[ Filezilla
(fi-!;) Edit View Transfer Server Bookmarks Help

New tab Ctrl+T

Close tab Ctrl+W

Export...

Import...

Show files currently being edited... Ctrl+E

Exit Ctrl+Q
FileZilla

File Edit View Transfer Server Bookmarks Help

T TEIORO L (Facs

Select entry:

=59 My Sttes
! MNuevo sitio

MNew site MNew folder
ew Bookmark Rename

Delete Duplicate

In the "Protocol" section, select "SFTP".

Enter the IP address of your VPS in the "Server" field.

In the "Port" field, enter "22" or whatever you have entered instead.
In the "Login type" field, select "Normal".

Enter the username and password provided by your VPS provider.

uondNpo.su|
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9. Click on "Connect".

General Advanced Transfer Settings Charset

Protocol: SFTP - S5H File Transfer Protocol

Host: 5.196.22.104 Port 22
Logen Type: Neormal v 5
=
User: saf o
g
? 2
o
=1
Background color: None ~
Sw
Comments: c o
3 -
[
Cs
N £
ot
g S
Connect 0K Cancel

2Jemyos
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10. Once connected, you will be able to see the files on your VPS in the right-hand window
of FileZilla.
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MNembre de archivo Tamafio de.. Tipo de Mombre de archivo Tamafio d... Tipo dearc.. Ultima modific... Permisos Propietario/...
System Volume Informati.., Carpeta «cache Carpetade.. 26/05/202312...  drx------ saf saf o
Q acoustichreeze.mp3 2.200.868 Archive ssh Carpetade...  26/05/2023 12, drwe------ saf saf %
0| anewbeginning.mp3 2169.782  Archivo _sync Carpetade.. 25/05/2023 17:... drwacrwxr-x  saf saf o
|§| anotherpart_techno.mp3 1.011.997  Archive D ‘bash_history 418 ArchivoBA.. 26/05/202312:... -rw------ saf saf g
@ binauralmeditation.mp3 1.794.524  Archive D Jbash_legout 220 Archivo BA.. 25/05/202317...  -rw-r--r-- saf saf (3,
|§| buddy.mp3 1710079 Archivo D Jbashre 37 Archivo BA.. 25/053/2023 170, -rwe-r--r-- saf saf (£
@ casual-apocalpyse.mp3 1.930.209  Archive ["] .profile 807 ArchivoPR.. 25/05/202317:... -rw-r--r-- saf saf 3
@climbingstair.mpB 729.299  Archive b
@ creativeminds.mp3 2945.044  Archive
@CrunchingCans.mpE 2931.973  Archive <-,_-,C
(6] cutemp3 2718353 Archivo 53
[o] deadcave.mp3 920449 Archivo 3 %
|§| glassglobe_final.mp3 2982.561  Archivo 3 5"2
. ITo
RE
35 archivos y 1 directorio. Tamafio total: 68,642,636 bytes |1 directorio seleccionado. n':" 2
(=g
o

(ouAsy)
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11. To upload files to your VPS, simply drag and drop files from your computer to the right-

hand window of FileZilla to place them in the "sync" folder.

Sitie local: | Dy ~ | Sitio remoto: | fhome/saf/sync
e.balsells =/
jalonso -2 home
JesusAlonso :
neec .cache
Public .ssh S
; o
-~ y.sami sync 3
Windows o3
[#]--wmm D2 (TS5 16) 8’
[-mm He (\fibeers\fabrica_prg) g
(e M (\Nfibeershecler)
e St (\Wfiteershaccess_ces) 0
Sve
Membre de archive Tamafio de.. Tipo de Mombre de archivo Tamafio d... Tipo dearc... Ultima modific.. Permisos Propietaric/... Cc o %
.. .. 270
System Volume Informati... Carpeta |0] acousticbreeze.mp3 2.200.868 Archive MP3  26/05/2023 13:..  -rw-rw-r-- saf saf Cs <
@ acousticbreeze.mp3 2.200.868 Archiva |§| anewbeginning.mp3 2.169.782 Archive MP3  26/05/2023 13:...  -rw-rw-r-- saf saf !r:)) §_ B
@ anewbeginning.mp3 2.169.782  Archiva |§| anotherpart_techno.... 1.011.887  Archive MP3  26/05/2023 13:...  -rw-rw-r-- saf saf g 5 g
@ anotherpart_techno.mp3 1.011.997 Archivo |§| binauralmeditation.m... 1794524 Archive MP3  26/05/202313:...  -rw-rw-r-- saf saf o
@ binauralmeditation.mp3 1.794.524  Archivao |§| buddy.mp3 1.710.079  Archive MP3  26/05/2023 13:...  -rw-rw-r-- saf saf A
@ buddy.mp3 1.710.079  Archivo @ casual-apocalpyse.mp3 1.930.209  Archivo MP3  26/05/2023 13:...  -rw-rw-r-- saf saf ) g
@ casual-apocalpyse.mp3 1.950.209 Archivo @ climbingstair.mp3 729.299 Archive MP3  26/05/202313:..  -rw-rw-r-- saf saf " % (JD
@ climbingstair.mp3 729.299 Archivo @ creativeminds.mp3 2945044 Archive MP3  26/05/2023 13 -rw-rw-r-- saf saf '% <. aQ
@ creativeminds.mp3 2,945,044 Archivo @ CrunchingCanz.mp3 2931973 Archive MP3  26/05/2023 13 -rw-rw-r-- saf saf s o
@ CrunchingCans.mp3 2.931.973  Archivo |§| cute.mp3 2718353 Archive MP3  26/05/202312:...  -rw-rw-r-- saf saf g -cU <
@ cute.mp3 2.718.353  Archivo |§| deadcave.mp3 920,449 Archive MP3  26/05/202313:...  -rw-rw-r-- saf saf ® 3 R
@ deadcave.mp3 920,443 Archivo |§| glassglobe_final.mp3 2982561 Archive MP3  26/05/2023 13:...  -rw-rw-r-- saf saf <.
@ glassglobe_final.mp3 2.982.561 Archiva |§| goinghigher.mp3 3.423.450 Archive MP3  26/05/2023 13:...  -rw-rw-r-- saf saf @
o 6] happyrock.mp3 1481873 Archivo MP3  26/05/2023 13:.. -rw-rw-r--  saf saf
35 archivos seleccionados. Tamafio total: 68.642.636 bytes |35 archivos. Tamafio total: 68.642.636 bytes

(258s)
piemiod g 2101S
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12. When you have finished uploading the files, log out of the SFTP session by clicking on

the “* icon under the toolbar.
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File Edit View Transfer Server Bookmarks Ht:|p
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Now that you have all the necessary data to implement the configuration, you will implement
it in the S&F module of your PLAYER.

PLAYERONE

o0 and Farward mnc)

Store and Forward (rsync)

[ s ]
1. “General” Section
Store and Forward (rsync)
m.m LocalToget :gw
Ea =3

e Enabled: In this section, activate the S&F Module (Rsync) by checking the box.

e Time: this is a very important point, as this is where the exact time of media
synchronisation between your SSH server and the PLAYER is configured so that
Rsync does the rest automatically.

Next, please press m

! 1tis very important that both the PLAYER and the SSH server have
continuous network access during media synchronisation. Otherwise, the LOG

module will show a synchronisation error message.

HoRnpeRA B
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“Remote Source” Section

In this section you must fill in all the data that we have previously configured and

completed.

In our example:
e Host: 5.196.22.104
e Port: 22

e Folder: /home/saf/sync

uondNpo.su|

e Username: saf
e Private Key: key we saved earlier.

¢ Timeout: 25 sec.

¥0'zZ NLNNGN
yum dn a1 319s

General  RemoteScurce | local Target  Log

Host  5.10622.104

{
alemyjos

ALLNd BIA HSS
BIA SAA 01199UU0) | pue SdA € 21eal)

-----BEGIN RSA PRIVATE
MIIGAAIBAAKEAY

(258s)
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sA9) HSS Bunessusn

Make sure that all parameters are entered correctly. }

()

(d1d)
enizanld Yyum sdA
03 Judlu0d Bulpeoydn

Remember to press m when you have finished configuring each
tab.

(ouAsy)
|npow 418S

4 N
= For your convenience, you can resize the "private key" p+avsg
tihiRx
9eZ27zW
nyéGie
RYGOIN
BQWSN3

text field to your liking.

14
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“Local Target” Section

In this section, you will indicate where Rsync will synchronise the files it receives
from the SSH server, either on a USB stick or SD card inserted in the PLAYER, in
FAT32 format.

a) Indicate the Path you wish to use, which you will later configure in the associated
PRESET1. In this example: usb://

Store and Forward (rsync)

Gonoral  Remote Source  Local Targoet | Log

Path usbof

b) PRESET 1 of our PLAYER is configured, so that the files from our USB or SD can
be played.

PRESETO1

Mame Rsync (USEB)

Ensbled Evznts GPI1 —GPI2 —SILENCE

Playlist
MMedia alias Rsync (USE)

Source path / url ush:lf

Play status

c) Press m to save the Preset.

UO!anOJq.UI B
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d) Restart the PLAYER.

PLAYERONE
Device v
Reboot
Network e Reboots the operating system of your device
System ~

Name and time PERFORM REBOOT

uondNpo.su|

Secunty
Backup, Restore and Firmware
USB/MMC Settings

Register

I

¥0'zZ NLNNGN
yum dn a1 319s

(2}

(2]

The S&F module starts automatically and will start to dump and playback the gg
. . e 2

contents to the storage previously indicated. H 3

BIA SJA 0119UUOY | PUB SJA € 918910

-
~ Example of display in Player ONE (Player ZERO does not have a display

a-nd must therefore be monitored via the Web App).

Qleceer % M@)ecier / |B)ecLer 2/ |@) ecLer
‘IITFLHVER?UNHHJ i PLAYERONERZHET \ RUMNING j Year OF Tha E'oom}

(258s)
piemiod g 2101S
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LORDING PEZISE B UsB

o) PLA $O) PLAYER ONE L O PLAYER ONE  s7

| BEPLEASEL CWAIT

on ¥

-

e) Lastly, check the PLAYER’s LOG to make sure that everything is correct.

sA9) HSS Bunessusn

General Remote Source Local Target Log

Key iz a =sh-rsa key

Wrote key to "/tmp/fsaf-dropbear.key’
username=saft

hostname=5.196. 22.184

timeout=25

port=32

source=/homessaf/sync

target=/media ush/

ssh:

Host "5.196.22.184" key accepted unconditionally.
(=sh-rsa fingerprint shalll b3:18:a7:5b:df:61:89:58:Ff5:2ezel a5:7d:borod: 3194 :4bra6:48)

(d1d)
enizanld Yyum sdA
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receiving incremental file list
sync/

sync/CrunchingCans.mp3
sync/Honorable-Battle.mp3
sync/Motwhatitseems . mp3
sync/Traditicnallapanese_2.mp3
sync/Worldwar3.mp3
sync/Zombie_farm.mp3

(ouAsy)
|npow 418S

= From FileZilla it is possible to access the server folder to modify, add or
delete files. When you restart the PLAYER they will be synchronised as they are
in that folder.
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All  product characteristics are subject to wvariation due to production tolerances.
NEEC AUDIO BARCELONA S.L. reserves the right to make changes or improvements in the design or

manufacturing that may affect these product specifications.

For technical queries contact your supplier, distributor or complete the contact form on our website,

in Support / Technical requests.

Motors, 166-168 | 08038 Barcelona, Spain | (+34) 932238403 | information@ecler.com | www.ecler.com
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https://www.ecler.com/support/technical-requests.html
mailto:information@ecler.com
http://www.ecler.com/

