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The Store and Forward (S&F) module allows PLAYER devices (Player ONE and Player
ZERO) to download remote audio content to local storage media (USB/uSD).

When it is active, it checks a remote location that hosts audio content on a daily basis,
compares it to the current content stored on local media (USB/uSD) and, if necessary (if
differences are detected), syncs the local content to make it an exact copy of the remote
content. This is a safe method of playing content on the device during working hours
(during the day), storing it on local media without the risks associated with real-time

streaming.

The Store and Forward utility for remotely synchronising music content uses the Rsync

(Remote Synchronization) tool.

! This tutorial, focused exclusively on verification tests of the tool, is based on the
synchronisation of a content folder with a PLAYER (Player ONE or Player ZERO) via a
LINUX-based SSH server with a virtual machine on a Windows 11 PC as host.

= ECLER recommends using a virtual private server (VPS) as a professional solution

for the implementation of Store and Forward.

= From now on, in this tutorial, we will use the word PLAYER to refer to both the
Player ONE and Player ZERO models.
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4 N
! This functionality may require IT knowledge, so we recommend enlisting the
\_support of a specialised technician. )
4 N
! Toset up cloud-based Store and Forward, a VPS (Virtual Private Server) service
Kmust be contracted to obtain a public IP and access the SSH server via the Internet. )
4 N

= Before putting this tutorial into practice, we recommend reading it beforehand to

kavond implementation errors. )

Music Folder

| 77|
o // \

_—
) —Lﬁ|w i

Client #3
Client #2

SSH Server

Figure 1: Standard media synchronisation (the one used in this Tutorial).

2.1 Tools Required

¢ VIRTUALBOX Oracle Software.
On a PC with Windows 10 or 11, download and install the VirtualBox software

with administrator permissions to create a Linux-based virtual machine; this will
allow generation of the SSH server that will manage the Rsync synchronisation
with the PLAYERS on the Network.

¢ UBUNTU O.S.
Download the Ubuntu operating system (the LTS version).

Click on the corresponding image to access the desired tool:

<>

R

ubuntu®
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https://www.virtualbox.org/
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We are going to load the UBUNTU operating system in the VirtualBox virtual machine.
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3. In the next step, we indicate the main memory (RAM) that our virtual machine
will have. This should be set to 2GB (2048MB).

€ Create Virtual Machine

; 5
Memory size =4
o
Q
. =
Select the amount of memory (RAM) in megabytes to be allocated to the q
wvirtual machine. 5
3
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We must also indicate the usable space limit that we wish to apply; in this

particular case we will use a 30GB limit.

€ Create Virtual Hard Disk

File location and size 5
o
=
Please type the name of the new virtual hard disk file into the box below or dick 8_
on the folder icon to select a different folder to create the file in. a
WirtualBox YMs'\Store and forward (Rsync)\store and forward (Rsync).vdi m o
3
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5. The following menu will appear, in which you must:
Place the cursor over “Storage”, click the right mouse button and select
"Empty".
A drop-down menu will open and in Attributes, click on the blue disk to the right

“ M . ” —
of “Optical Drive”. 3
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Once the file is loaded, click OK.
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Storage
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@ Controller: IDE
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IDE Secondary Device 0 ~ | (@) _ I
(O Live cD/OVD

Image

3,56 GB

C:\Users\e balsells\Desktop\RSYN

Attached to: -

OK Cancel

6. Virtual machine NETWORK configuration.

In this step we will configure the network adapter to create an additional

physical network to the one present on the PC, which will be used in Ubuntu

where the SSH Server will be hosted.

= We recommend configuring the associated network on the PC you are

using with a FIXED IP rather than a dynamic one (DHCP).

/

\a different IP to that of the PC, which will be the one used by the Virtual Machine

— The Router must be correctly configured in DHCP mode, so that it assigns

~

%

s

\additional network or WiFi active during this process.

= We recommend using a wired network to the configured PC, with no

~

/
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In the Configuration menu, select “Network” and under Adapter 1, check
“Enable Network Adapter” to enable it.

Next, in the “Attached to” drop-down list, select “Bridged Adapter”, and in
“Name”, select your wired network card.

Lastly, click OK. £y
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The following screen will appear; select “Try or Install Ubuntu” then press
ENTER.

d

]

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard QDQN

Ubuntu (safe graphics
OEM install (for manufX
Test memory

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or "¢’ for a command-line.

The highlighted entry will be executed automatically in Z7s.

B o:& & B ] 2 @& criDERECHA

The system will load and the operating system configuration menu will open.

a

‘fou have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM @ \9

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current video mode. You need to capture the @ )

< Ubuntu
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Select the language and then select “Install Ubuntu”.

- Oracle VM VirtualBox = a
5
i 2
instaii ® a8
S
=
Welcome
s 5
g a
s 8
English - -
- 3 n
Espafiol ° "
o S. I
Esperanto =TI
Euskara a 5
. -
Franfals g >
Gaeilge o C
Galego 0 x
Hrvatski -
B 3
islenska 3 o
. Y
Italiano Try Ubuntu Install Ubuntu 2 =
Kurdi g‘ <.
Latviski ) . ) o é’

. et You can try Ubuntu without making any changes to your computer, dires ]
Lietuviskai this CD. -
Magyar wn
Nederlands Orif you're ready, you can install Ubuntu alongside (or instead of) your current o _

o operating system. This shouldn't take too long. S 7

No localization (UTF-8) S o

Norsk bokmal g =

Narck nunarck You may wish to read the release notes. - &

Z T

S
B @ef & =i G @ @ crre oerecra
[}

g

=~ 0

o 9
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Select the keyboard layout language and click continue.

&
Q9
!
5 %0
K store and Forward (RSYNC) [Running] - Oracle VM VirtualBox — O X a S0
o @® I
; | " 23
You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM @ @ e | ﬁ
inseaut = c g

Keyboard layout

Choose your keyboard layout:

Romanian

Spanish - Asturian (Spain, with bottom-dot H and L)

19AI9S HSS 9y} 0}
juU23U0d oIpne Bulppy

Russian

Serbian Spanish - Catalan (Spain, with middle-dot L)

sinhala (phonetic) Spanish-Spanish (Dvorak)

slovak Spanish - Spanish (Macintosh)

slovenian Spanish - Spanish (Windows)

sparish-Sparish deadtide 5
panis| : : w3
spanish (Latin American) spanish-spanish (no dead keys) - EI!?I T

=

Swahili (Kenya) 0D g
Swabhili (Tanzania) % (<n t':D
swedish ?’ g’
switzerland ~ @

Taiwanese
Type here to test your keyboard

Detect Keyboard Layout
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The “Updates and other software” screen will appear; select “Minimal
installation” and “Download updates while installing Ubuntu” and click

Continue.

& Store and forward (Rsync) [Running] - Oracle VM VirtualBox - u] X -
. . 3
o
=
Mar16 1 c
Install X 2’
o
=]
Updates and other software
s 5
=y 7]
What apps would you like to install to start with? g E,"
Normalinstallation [l =
Web browser, utilities, office software, games, and media players. g &
© Minimalinstallation a <. I
=]
Web browser and basic utilities 35 g
other options o
o c
® Download updates while installing Ubuntu 3 4
This saves time after installation. o (=
0 x

Install third-party software for graphics and wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Some is proprietary.
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On the next screen that appears, select the type of installation. Select “Advanced
(1.3
Features”. £
=~ 0
. . . . o Q
A new window will open, select “None” and click OK and then click on “Install S
now”. >
Ty
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s - 5 W I
5 €S =%
Z 0
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c (=g
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Install x

Installation type

This computer currently has no detected operating systems. What would you like to do?
© Erase disk and install Ubuntu
Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.

Advanced features... ~None selected

Something else

You can create of resize f
Advanced Features x
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An information box will appear, click “Continue”.

& Store and forward (Rsync) [Running] - Oracle VM VirtualBox - D X

File Machine View Input Devices Help

El documento se ha guardado por tltima vez: Ahora mismo

Write the changes to disks? x

IF you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
Further changes manually.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The Following partitions are going to be formatted:
partition #2 of SC5I13 (0,0,0) (sda) as ESP
partition #3 of SCSI3 (0,0,0) (sda) as ext4

| Go Back Continue

G @ 971 [ i {18 [#) cTRLDERECHA. .

Enter your location and click "Continue".

Store and Forward (RSYNC) [Running] - Oracle VM VirtualBox — O X

File Machine View Input Devices Help

Where are you?
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Create your user profile and password and click "Continue".

Who are you?

Your nami Tech-Support []
‘Your computer's nam@l  techsupport-VirtualBo @
The name it uses when it talks to other computers.

Pick a usernam@¥ tech-support ]
Choose a passwordl 90000000 ® | Fairg

Confirm your passwor ........| (]

Log in automatically

© Require my password to login

Use Active Directory

Continue

@@ﬂl ) @J@ﬁn@@mDERECHA

At this point the installation of the Ubuntu operating system will begin.

Featured Applications

Editor’s Picks

o)

yostue st

Recent Releases

Installing system
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Once finished, you will be prompted to reboot. Press "Enter".
a

You have the Auto capture keyboard option turned on. This wil cause the y tme the vM () (5

-

w

Please remove the installation medium, then press ENTER:

< Ubuntu

& & E i G0 @ o omecta

Installation Complete

nstallation is complete. You need
norder to use the new installation

QoS o BN UG E R mD0n

The programme will restart and will ask for the user password, type it and press

"Enter".

g

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM (%) (5)

Tech-Support

B0 P 2 1[0 i N (83 (3 cTRe DERECHA
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8. You will now need to configure the NETWORK in Ubuntu.

mar 31 12:54 @ v

= Network = a x

Wired +

& Bluetooth

Connected - 1000 Mby/s (o]
Background (D \
Appearance ] a
2 Notifications

Not set up

Search

Multitasking Network Proxy off ©
i Applications )

Privacy )

Online Accounts

Sharing

Sound

The next step is to configure a fixed IP according to the network where the
configured PC is connected, which will be a "new" physical fixed IP as explained
above. Finally, click on "Apply".

I The physical IP must not be the same as the one used by your Windows

computer.

Cancel Wired

Details Identikty 1Pv4 IPv6 Security

IPv4 Method Automatic (DHCP) Link-Local Only
O Manual Disable

Shared to other computers

Addresses

Address Netmask Gateway

192.168.0.67 255.255.255.0 192.168.0.1

Automatic ()

Separate |P addresses with commas
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Next, you will need to restart Ubuntu.

| © SC R

k]
(&

Suspend

e Restart._J

Power

Log Out

Finally, once rebooted, log back in with your username and review the network
configuration in detail to make sure that it has been applied correctly.

Cancel

Details Identity

Link speed

IPv4 Address

IPv6 Address
Hardware Address
Default Route
DNS

Wired Connected >

Balanced >

Settings
Lock

Power Off / Log Out v

. d

Wired

IPv4 IPv6 Security

1000 Mb/s

192.168.0.67
fe80::c163:188c:c39:f85
08:00:27:0A:6A22A
192.168.0.1

8.8.8.8

Connect automatically

Make available to other users

Metered connection: has data limits or can incur charges
Software updates and other large downloads will not be started automatically.

Remove Connection Profile

) ecLer
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Activities mar 14 17:25

Terminal

Settings @ Printers
& color
@ Power
@ Network

E; Characters

It is necessary to install the SSH package on Linux. To do this, type the following
command and press ENTER:

sudo apt-get install ssh
Activities (] Terminal mar 14 17:37

1 tech-support@techsupport-VirtualBox: ~ Q

a :-§ sudo apt-get install ssh

Next, type the password that will be requested and then press ENTER.

[sudo] password for tech-support: [

= Linux has its own security system that does not allow the password you type to be

displayed, although it does process it.
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Once the command has been processed after entering the password, type "y

) ecLer

{1

and then press "Enter".

Activities i mar 14 17:38

2

1 tech-support@techsupport-VirtualBox: ~ Q

Building dependency tree... Done
Reading state information... Done

The following packages were automatically installed and are no longer required:

chromium-codecs-ffmpeg-extra gstreamer1.0-vaapi 1965-va-driver
intel-media-va-driver libaacs® libaom3 libass9 libavcodec58 libavformat5ss8
libavutils5é 1ibbdplus® libblas3 libbluray2 1ibbs2be® libchromaprinti
libcodec2-1.0 libdavid5 libflitel libgme® libgsmi
libgstreamer-plugins-bad1.0-0 libigdgmmi12 1iblilv-0-0 1libllvmi5 libmfx1
libmysofal libnorm1 libopenmpt® libpgm-5.3-0 libpostproc55 librabbitmq4
librubberband2 libserd-0-0 libshine3 libsnappyiv5 libsord-0-0 libsratom-0-0
libsrt1.4-gnutls libssh-gcrypt-4 libswresample3 libswscale5 libudfread®
libva-drm2 libva-wayland2 libva-x11-2 libva2 libvdpaul libvidstabi.1
1ibx265-199 libxvidcore4 libzimg2 libzmq5 libzvbi-common 1libzvbie
mesa-va-drivers mesa-vdpau-drivers pocketsphinx-en-us systemd-hwe-hwdb
va-driver-all vdpau-driver-all

\y Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
ncurses-term openssh-client openssh-server openssh-sftp-server
ssh-import-1id
Suggested packages:
keychain libpam-ssh monkeysphere ssh-askpass molly-guard
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh ssh-import-id
The following packages will be upgraded:
openssh-client
1 upgraded, 5 newly installed, © to remove and 305 not upgraded.
Need to get 755 kB/1.664 kB of archives.
After this operation, 6.179 kB gfsadditional disk space will be used.
Do you want to continue? [Y/n} yl

The following screen will appear:

Activities (] Terminal mar 14 17:42
$~ 1 tech-support@techsupport-VirtualBox: ~ Q

Selecting previously unselected package ssh-import-id.
Preparing to unpack .../5-ssh-import-id_5.11-6ubuntul_all.deb ...
Unpacking ssh-import-id (5.11-@ubuntul) ...
Setting up openssh-client (1:8.9p1-3ubuntu@.1) ...
up ssh-import-id (5.11-8ubuntul) ...
up ncurses-term (6.3-2) ...
up openssh-sftp-server (1:8.9p1-3ubuntue.1) ...
Setting up openssh-server (1:8.9p1-3ubuntu®.1) ...

Vi
Creating config file fetc/ssh/sshd_config with new version
Creating SSH2 RSA key; this may take some time ...
3072 SHA256:pLkVXZEKtNHAHaQt7ulR4haukaYi0UDI/NBsjQgSNel root@techsupport-virtua
1Box (RSA)
Creating SSH2 ECDSA key; this may take some time ...
% 256 SHA256:T4F5bB+vijq GAChxgalIoL17Bt/q09]El ToAs root@techsupport-virtual
L Box (ECDSA)
Creating SSH2 ED25519 key; this may take some time ...
i 256 SHA256:1+4FCBzFuBVMIcwfcqvu7g+jvNY5yvs7YLM4olaMVKY root@techsupport-virtual
Box (ED25519)

Created symlink /etc/systemd/system/sshd.service — /lib/systemd/system/ssh.serv

P ice.

Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service = /lib/
J systemd/system/ssh.service.
rescue-ssh.target is a disabled or a static unit, not starting it.
ssh.socket is a disabled or a static unit, not starting it.
Setting up ssh (1:8.9p1-3ubuntue.1) ...
Processing triggers for man-db (2.10.2-1) ...
Processing triggers for ufw (0.36.1-4buildl) ...

1~5

in lowercase
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It is very important to perform this step correctly; please pay attention before
processing the data.

In this example we will use the administrator username: Tech-Support.

Use the command ssh-keygen -m PEM to generate the keys and press ENTER directly in
response to each question (without typing anything).

cd

ssh-keygen -m PEM
air.

Generating public/private rsa key p
Enter file in which to save the key (/home/tech-support/.ssh/id_rsa): I

Without typing anything, press the ENTER key 3 times, i.e. leaving the fields for:

1. "enter file in which...", press ENTER.
2. "enter passphrase...", press ENTER

3. "enter same passphrase...", press ENTER.

Enter file in which to save the key (/home/tech-support/.ssh/id_rsa):

Enter passphrase (empty for no passphrase):
Enter same passphrase again:

At this point, the public keys will be generated and displayed on the screen.

: S ssh-keygen -m PEM
Generating public/private rsa key pair.
Enter file in which to save the key (/home/tech-support/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
our identification has been saved in /home/tech-support/.ssh/id rsa
Your [public key| has been saved in /home/tech-support/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:LrxdGzEzI4qKGLTWF jcmgxRzopEzAAUEFdQI7T9C13M tech-support@techsupport-vir
tualBox
The key's randomart image is:
+---[RSA 3072]----+

+----[SHA256]
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Add the public keys to the authorised keys with the following command and then press

ENTER:

) ecLer

cat .ssh/id_rsa.pub >> .ssh/authorized_keys

You may view the private key that you need to enter in the Store and Forward

configuration page of the PLAYER:

Copy the complete text, from "-----BEGIN RSA..." by dragging the cursor to the end, to

"...PRIVATE KEY-----".

Unselected text

cat .ss

.ssh/id_rs

SA PRIVATE

Eadiviri j1bB CwgIZE+
+BEh+awxqchHNrzV3 J+wEK1KL 3y .lfh,\quqNJI

ynS+umd4qs tuN4
J?'quAbl :Fv“ﬁfnxhcﬁr
nyj6r8tbqZxgqiFz//yheq
bizec7 :

rhﬁthﬂr\[
IvoBhAPOLD /UNry20FQLREYLP:

GzKM8XhuaHPYu j

DV /+rbi7cBEjn1MCTCBWONQ14

u0QaHHVb72r bRialog5XuH

H16fqUfb:

a]u(t\ffnln

KOV ip8S

8G39n1ZXbPOH’

PJeesuCqe

+6TVS!

LELA VFLJ
E3CraFI
"n””l\nﬂqwdﬂi

Copy the

h/id_rsa

Selected text

EGIN RSA PRI KE'
MIIG4WIBAAKCAYEAYSRYZF+Y9hZUCxeV3rH5TF8gM3TBh7hafigCLQV7/tsCTEW
/KqKYGh3pP3t11Xp/DgHNSCNRCFTNgULwx+ TS J6PhaVICUNARFKgIqPoS+Z8LL
r+Luhv4Nr AJEPGE429Vgnrwkatssts Td3k1dDST2q01P6M
CUCHG+6tFCQhh53bMIqgHICBReze twISPDCLAYBTSWrhhA6 TVSKGHYMCLZaXER
{Z3THAs90dqZJ+hKhEGIE1 jNb1t610kMMV57p+czoeuVjBITkG1CnB4nmGLS3Y LS
XKXSEXSDKAUQO1 rANGALZF FHOET YAGCFAGB7 ITbGEMy TugPKIX4HF FUNEBXnwzOg
BHLSYh9udeinGjonoepsquIQasHPapeqs FRNSENCY15+BG2LSDAGRCI1mopbNTO
IseoFDbbutsgea/6SK3PIMYSIVTGhCnKMAPZANS CKS /MUTUDVF SFPIVZQdiNa3dls
BZOVI6RXHEGXfZVNAGMBAAECQGGARSNNI Suu/r3mA/STE+jZs JC4ALVAWDGNhL+7
KROTSTr /HPPEYL JXCHCTZy +wXF 3rTSBEDHYa9aC Ja VHIQKr 15 In+H4r94YSq
BHDSNrHZ4avTCOr Unr TUENWNUG1wvOCPo+ 1RANENKE ZN Ly EOE JSXGKHESZXS
6l 1eQOt1f2+uPZ7RXXfx81 ZT1ENNSPaUGLFhESKN+GMUGTMN+YPVABNRDIJO1
'grvbBL36U8BNS1pnq13q MVh73jZCaquStSXbhzZ4nEaZvwcAK737bgzVQKAUOUQ
NXzPCBSBI33PIfqBOaVL WO CVASH3bZs 3 Z0UADFexBovztsCB/ 2FKBY /mcbzV
Hh1Z7CFAOHPRZITLTZCKDr BkMaAbapX JUVCABIF2JK HKO+Z91bsHndulvv6tBL
TKAGS +NKXbQ7BRVhTRDGGRVZ SeHOT4KEEKt JGIWIKrux8uiHS T L 7dbgY4d 799
PX3{REXKhQS61ySBERG1FSS J6HtBAOHBAOTSTQp+NQXGPwepVOCSBZX /WB/gCC4h
£5In/JEXrZL K 120ThyIdii7vhazLbi bJ6k1BRVFSDiaM
ISLKBRePimERa6r LL0RO1ZAuyhOAGHCUCAPYFVeNLD/0JB177HY3 F+01 tAHKGAT
BLI 3/qqnGhHafCMvedzYqZuwbkAFUOHrRFVVZUSC1f 3
[ZBFVFIFOa/J3t6NZAgWNFD+SKNL TtpvEWQKBNQD1gdhckid3nnCg4EB CISTGOQK
KUARGRREXek 10C+6G82407nZ2TgXX1 j9 G221 IXRTyL+qT4HEGEd 1ppH1pensY
UU2UR69y4ZkhuucGVmL §XIpP AXWNCXN28R+D2URL16LKASG
D25 jQc j0BHMBUC/ 362 JHYBLNKLHQr 1STyQx21tBXCaBkFpHk7]+601/B4PuhgHe
NIBOpBXQGPY177fRZeT0WeChdf ot +syTS0dNCCCgeB+ SsR+LrHdLoBIKTBEFXPQ
ETZAPLXZBF jFeq20KGaNTkeEGFUPGSTpBINHLRV648wvdJ4xaL 4FpLknz /ASCK+V
Nij9wInBR BLPgk7uUTAHPVfDRBDJXLqAT(*hnA\IUSRh9"9r50$(}k)( bSopDP
RwB2SxXyhXtvDBEDbQSLLrKUIONIfy

21L1wR\4ulex6pthATJxxahZcNSX/L(LQIniqukEEg:Ens(Flngd 1igthln
aVAACKSTT3TGBGMO4LKS 1BugaszALCPb3 ouDh8IbIDS+SHBNNXRoAhF 1YHCPe
[EEAVQL2vCpTkL1A1ZLHASKWIYIQFO2J9VaNWNZEDSN y6hixHIMZEYVNrHPWGBNP T

PLVXZYIrNATM8]/ TAuXceyF2D8YnenNhk2XK /KaaYZCoYOTt118exxr VENANPHET

QKKI2KnyY4J85LS+QTWGF +CHeSNEF J8+41 FGHPeZv4]1CLKLAOHALEDOSK I +2iCn

ISPXGSTTeI3qUSY3YHNI V1 JgHD9BPr EZhdU3KegQdOGSCZLKhSHVXKI /Q1s485K

(1/ZPmsqZZ3WaezUDOAT 5+4AuTivChPTkIX14DNXTTI14UzpSr60ITABK2HAIUL

[Z50Kq 1 FZDbPaFB/LAGhRV+Y1 LMAQQUY24xypRHOXC00]2a1OMLEJ6QFEXSnSGR
2h031D21515,

selected text:

ZBFVFIFOa/J3t6NZmgWWFD+s g
KUmRGmR8Xek 1QC+0G82497nZ|
IPUU2URA9Y4ZkhuucGVm1jXIp)
leD25QcjOBWMBUC /362 JHySL
[ONIBOpBXq6PYi77FRZe70He(]
ETZAP1XZBF jFeq2oXGaWTkeE|
1j9wImBRYBLPgW7uUTWHPY ]
RwB2SxXyhXtvDOeDbQSiLrKy|
GC2LLiWRY4ANIOX6ptPdATIXxa|
loaYAACK87T3TGB6MO4LKS /1B|
EEAVQL2VCP7KL1A1ZLHASKW]
INLVXZYIrNAFM8]/TIAuXceyF2|
QkXI2knyY4385LS+QTWGF+cM|
lsPx65TTeI3qMSY3YMNI4VL jg

END RSA PRIVATE KEY

Copyas HTML

d-only

New Tab
Show Menubar

Leave Full Screen

XkX5EX5DKmuQo1rANgALZffHIELYdGCFAGB7IThGEMyY7ugPKIX4HF fUMB8XnwzOg
3HL5Yh9udeinGjomoepsquIQasMPOpeqs fRNSEMCY]5+BG2ZLSDMamCI1mopNbM70
lseoFDbbut5gea/6sK3P9MY51V7GbenXM4PzAnsck5/mUTUDVFSFPIVZgdiNa3dIs
6Z0V16RXHBGXTZVNAGMBAAECGGGARSNNISUU/ r3mA/STE+jZsIc4ALVAWDONhL+7
M4KROISTr /MPhPEYLt jXcHCTZy+wXf3r75BEbMYa9aCjajvHogXrisIn+Wdrod4yYsq
v8bDsNrikZ4av7COroUnr 7UENwwuqlmwvecPo+1RMNBNKtZWlyeOE j5X6XWESZXS
B6WI7HeQOtIf2+UPZ7RXXFX01jZIENW5pauGtFhE4WN+GMUGrMN+YPVAONmbIJOL
|/arvbBL36UBBNS1pmq1JqjMVh73jZCaqv5tSXbhZ4nEaZvwcAK737bqzVQKAUOUQ
INXzPcBs8133PIfqBOavL+WorcvA9H3bZgs3jZoUADFex0ovztsCB/2FKBv/mcbzV
XHh1Z7CFhoHPRzAT1TZckDrokMaAbqpX juVCABIFZzIKjMk0O+Z91bsMn4ulvvetBl
INTKAgS+NKXbQ7BWvhTRb6gRVZseWOt4KEeKtIGLWIKrux8uiHs7jL7dbgy4df79g
INX31REXkhQ501y5BERg1F55]0WEBACHBAOISTQP+NQXxGPWepVOCI8ZX /W8 /gCC4h
XFSIm/JEXrz19/MVKUKGR8UZzaAIZOThyIdii7vhazLbRMINzyzHbI6k1BRVF5D1aM
sLkBRePimEmasrLLoRO1ZAUyhoAgWCUCAPYFVeMj1D/0IB177HI3/ F+O1tAHXGAT
ELnvaaRsSeBnMXB/qqnGhHafCMuOleqZuwﬁkAFUOHrRFquusclbeMxSsggBB

gl ck1d3nnCgqE8JCiSTGQQK
yl+gT4W6gEd1ppWipemsY
CtXn28R+D2UR116LKASg
PWFpMk7j+603/B4PuhgHe
SsR+LrMdLoB1k768FXPQ
dJ4axaL4Fplknz /ASCK+V
9p9r50schcyC1jb5+pPP
JLNRKma+sDOMoDgbXSDA
gcEAscFimTgd11jgtMlm
DS +@HBNMXROAhT 1YWCPe
y 6WXHIMZEYVWrHPWq8NPT
pYO7t118exxrVcNANPWEr
LcLKLAOHALEDOSXI+eiCm
I5CZ1hKhSWYxKI /Qis485X

INi/ZPmsqZZW3WaezUDoAT5+4AuUTivChPTkWX14bNXTT914Uzp5r60ITABK2HAIUL
Z50WqifZDbPaFB /LAghRv+Y1fLMAQQVY24xypmHOXCO0J2alOMtEd6gFEXISnsGO
m@Hff5jT/ORM1/b+nhvVNRUVSEhBEMPHHNSHzho91DeI519/7Ke2

as detailed later.

< Save the copied key in a text file for later use in the S&F module of your PLAYER,
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To save it, open the "Text Editor" application.

Activities

Text Editor

uondNpou|

9d U0 auiydew jenpia
eIn
XNNIT uo HSS neisu|

Click the right mouse button, paste the copied text and save it in the Documents folder.

~ Woe advise you to send this file by email or keep it at hand so that you may paste the
key as detailed in the S&F section of the PLAYER.

auiydew
1enuIA 1eISU|

Cancel Name | SSHKEY| Q

XNNIT Uo JaA1es
HSS neisu|

{at Home < | {4t tech-support | Documents | SSHKEY £l
1,3
0o
[£) Documents i E
Untitled Document 1 2,5kB Private Keyin PEM format 16:21 28
1 Downloads v o
&
Q
54
= We also advise you to copy and paste the keys into a txt. file to have them at hand & T T
3 =
. 5 . 5 o Z 0
when you implement them in the PLAYER, as the default location will be the following: 3%
(=g
o

Username Admin home/.ssh

! Please do not touch or edit the original files.

19AI9S HSS 9y} 0}
juU23U0d oIpne Bulppy

~ If you want to apply multiple users with different content groups, we recommend

=

that you refer to the Content Groups section of the Player One or Player Zero user
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https://www.ecler.com/en/products/player-one/
https://www.ecler.com/en/products/player-zero/
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New versions of Linux have made the RSA algorithms used by PLAYERS obsolete.

The PLAYER Store & Forward LOG will display an error message as follows:

5
o
o
Q
c
2
o
General  Remote Source  local Target  log =
S —
F 3
Key is a ssh-rsa key S 9
Wrote key to "/tmp/saf-dropbear.key’ ; ;
username=Tech-Support [T n
hostname=192.168.8.67 S E
timeout=25 3 3
port=22 o c
source=/home/documents/bgm ?IJ E
target=/media/usb/ g} x
ssh: Connection to Tech-Support§l92.168.0.67:22 exited:lm matching algo hostkey §
rsync: connection unexpectedly closed (8 bytes received S rEy=TRECFITIY é Iy
rsync error: error in rsync protocol data stream (code 12) at io.c(226) [Receiver=3.1.3] S f
33
o c
L
)
e _
< 3
. . . . . s -
In this case, to allow the execution of PLAYER RSA, it is necessary to modify the server -
. . Z I
configuration. S
. . . . . 7))
To resolve this quickly, use the following command in the server terminal: 0] §'
53
sudo sh -c 'echo "HostKeyAlgorithms +ssh-rsa" >> /etc/ssh/sshd_config' s
. ) >
sudo sh -c 'echo "PubkeyAcceptedAlgorithms=+ssh-rsa" >> /etc/ssh/sshd_config' T e
o
sudo systemctl restart sshd & co
Scx
Z0
3%
c (=g
o
>
t Qo
°c g
33
Q
85
Is
o [a]
33
23
-
~+
" S
_ 83
S Mg
» =
833
IS 32
a3
«Q
0
38
20
5 ®
353
0 1
53
O =
- o
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The next step is to place the audio content on the SSH server for each specific user or
content group. A folder will thus be created in the main directory of each content group in
order to have music media compatible with the PLAYER, which you may host in the folder

to be synchronised and which may be transferred via online downloads, email, links, etc.

For example, you may create a download link to a cloud-based file platform containing

such media. Example path: home/documents/bgm/

E = You can use the Firefox browser to download it. ]

!  Remember to have Ubuntu connected to the network with Internet access, as

without an Internet connection you will not be able to launch the content synchronisation.

HOST (the host is the IP address of the SSH server so that it can be indicated to the
PLAYER

— In the case of an external connection, you may need an IT technician to access the

PLAYER through the communication port; please provide that person with the necessary

information, such as the IP address of the Host or MAC address of the device.

The following steps will describe how to get the necessary information for later entry into
the PLAYER.

1. How do | determine the IP address of the Host?

First, you need to install the network package.

¢ Open the terminal application.
e Type: sudo apt install net-tools and press ENTER.
o Enter the password ADMIN (not visible) and press ENTER.

:-$ sudo apt install net-tools

urrently instal
e-1lubuntus

ubuntus) ...
1ubuntus) ...

e Inthe terminal, type: Ifconfig and press ENTER
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tech-support@techsupport-VirtualBox: ~

:-$ ifconfig
BROADCAST ,RUNNING,MULTICAST> mtu 1580
.67 netmask 255.255.255.0 broadcast 192.168.0.255
:c163:188c:c39:f85 prefixlen 64 scopeid 8x28<link=>
ether 08:00:27:0a:6a:2a txqueuelen 1000 (Ethernet)
X packets 2029 bytes 240443 (240.4 KB)

X errors © dropped 23 overruns © frame ©
X packets 407 bytes 47722 (47.7 KB)
X errors © dropped © overruns @ carrier ® collisions ©

The IP of the SSH server in this example is the same as the one we configured earlier.
In our example: 192.168.0.67.

— To avoid transcription errors, we recommend that you take a screenshot of the
data, which you must provide to the IT technician in charge of maintaining the network
where the PLAYER is installed.

Communication port

By default it is number 22 in the SSH servers, but if the IT technician advises that you
cannot use this port where the PLAYER is located, they must tell you the port that you
can use to enter the number in the S&F module of the PLAYER, as well as to authorise
the complete connection of the IP Host (SSH server).

Folder

Where the SSH server's music media are located.

{? We recommend avoiding names with capital letters or symbols.

In our example: /home/tech-support/Documents/bgm/

o "tech-support"is the user name,

e "bgm" is the name of the folder we choose and must always be included in the

path.

! Linux differentiates between UPPERCASE and lowercase letters. If the path is
entered incorrectly, the synchronisation will not be performed and will return an error
in the LOG.

{ bgm : Q = |~ | = _ a x

0) Recent F I f F F

* Starred 01-People 02 - Bulls 03- 04- 05-
Of The Sun. On Parade. Vietnow. Revolver. Snakechar

(st Home mp3 mp3 mp3 mp3 mer.mp3

[2 Documents f f f f f

i Downloads 06-Tire 07 - Down 08- 09-wind 10-Roll
Me.mp3 Rodeo.mp3 Without A Below.mp3 Right.mp3

I Music Face.mp3
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4. Username

You must enter the user with which you configured the virtual machine, in this case
the user ADMIN: tech-support

5. Private key

You must access the txt. file into which you copied the key that you generated in our
SSH Server.

Now that you have all the necessary data to implement the configuration, you will
implement it in the S&F module of your PLAYER.

PLAYERONE

ST ——

Store and Forward (rsync)

| e Jf et |
1. General
Store and Forward (rsync)
mhiow:e Local Target  Log
Enabled
Aucie playba il b v

e Enabled: In this section, activate the S&F Module (Rsync) by checking the
box.

e Time: this is a very important point, it is where the exact time of media
synchronisation between our SSH server and the PLAYER is configured so

that Rsync does the rest automatically.

e Next, please press m

It is very important that both the PLAYER and the SSH server have
continuous network access during media synchronisation. Otherwise, the

LOG module will show a synchronisation error message.
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2. Remote Source

Lastly, you must fill in all the data previously covered in this section.

PLAYERONE

Store and Forward (rsync)

192.182.0.87

uondnposu|

Pot 22

Folder  mometeoh-supportDocuments/bgm

1/qF sk rubC RORMGIK
CO1RIVYPTKPX1POBANDTIZSVENDZC LG8 JSKWOQSMIFC IHKRS +LORMWPC

9d Uo auiydew jenpia
!
XNNIT uo HSS Neisu|

CRANFEUIMS+glyWbkviAAIVRLAQuer
ELuiSXagCvkf 1 221
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Make sure that all parameters are entered correctly.
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each tab.

e N
= For your convenience, you can resize the "private psausy
tihiRX
9el7zW
nyeGie
RYGoJN
BOWSN3

key" text field to your liking.
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In our example:

e Host: 192.168.0.67

e Port: 22

e Folder: /home/tech-support/Documents/bgm
e Username: tech-support

e Private Key: That you saved previously.

e Timeout: 25 sec.

Local Target

In this section, you will indicate where Rsync will synchronise the files it
receives from the SSH server, either on a USB stick or SD card inserted in the
PLAYER, in FAT32 format.

a) Indicate the Path you wish to use, which you will later configure in the
associated PRESETL. In this example: usb://

Store and Forward (rsync)

Goneral  Remote Source  Local Targot | Log

Path  ustai

b) PRESET 1 of our PLAYER is configured, so that the files from our USB or SD
can be played.

PRESETO1

Mame Rsync (USB)

Enabled Bvents GPit GPIz sILENCE

Playlist
Media alias Rsync (USB)

Source path / url usbelf

Play status

PLAY W

uondNpou|

9d U0 auiydew jenpia
eIn
XNNIT uo HSS neisu|

auiydew
1enuIA 1eISU|

XNNIT Uo JaA1es

HSS neisy|

sA9) HSS
9jelauan

UOISIDA

NLNNEN 3533€)
03 A9 HSS 1depy

19AI9S HSS 9y} 0}
juU23U0d oIpne Bulppy

HSS w

(ouAsy) anpow

(PuAsy) J8s
Bunuawaydwi)

piemiod g a101S




) ecLer

c) Press m to save the Preset.

d) You must check that all the parameters are correctly saved, that the SSH
server is operating and that there are no power settings that might disable it.

g N z
a a 5 a ]
= We recommend leaving "Automatic login” enabled in Ubuntu 8
2
o
{1 Removable Media Authentication & Login =
® Color Password s y §. g
c
& Region & Language Q'i h'é
Automatic Login () 3 7))
f Accessibility g <. %
Account Activity Loggedin } % o g
o C
Default Applications ':U >é<
(@]
o %
32
e) Restart the PLAYER. 3 =
3 <
3 g
Q
PLAYERONE =
&
s 2
Device v -
N Reboot 3 =
~ =0
etwork Reboots the operating system of your device é I
System ~ o
Name and time § g
Security E g
Backup, Restore and Fimware w
SB/MMC Settings >
USB/MMC Setting g %
Register < o T
H
T I
5 €S =%
Z 0
2%
(=g
o
The S&F module starts automatically and will start to dump and playback >
t Qo
the contents to the storage previously indicated. ; g
o «Q
Q
e ™ § g
= Example of display in Player ONE (Player ZERO does not have a @ a
. . . 33
display and must therefore be monitored via the Web App). e g
~+
@ 3
= T
Glecier 22 JB)ecLer / [B)ec er 2/ @) ecLer > o g
. T 2 : Pl
| ENIPLAYERTONELN v PLAYERONES P8 | 187 TRUNMINGTOH Year OF Tha Bo waa
\‘!PtERSE, WATT?: | LOADING K SEF 7j $03:56 B USEY T3z
§O) PLAYER ONI §O) PLAYER ONE ® (O) PLAYER ONE T @
(%)
28
23
T @
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f) Lastly, check the PLAYER’s LOG to make sure that everything is correct.

Store and Forward (rsync)

3
o
=
o
General  Remote Source  Local Targe! g.
Key is a ssh-rsa key o
Wrote key to '/tmp/saf-dropbear.key’ 3
username=tech-support
hostname=192.168.9.67
timeout=25 <. 5
g 2
=
o 2
—_ -
Host "192.168.8.67" key accepted unconditionally. 3 &
(ssh-rsa fingerprint shall! 33:d3:61:3c:3b:f9:b8:55:13:7b:d9:8d:ca:fa:b2:7d:25:9a:e8:¢c6) g < I
=]
receiving incremental file list 5 o
deleting __init__.py o S
/ ° [
S 4
sent 68 bytes received 375 bytes 98.67 bytes/sec o C
total size is 44,793,254 speedup is 102,972.00 e x

sAoy HSS | XNNITUo 19AJeS | aulydew
HSS nesu| | 1enuiA qelsu)

2}jelduan

UOISJIDA

NLNNEN 3533€)
03 A9 HSS 1depy

19AI9S HSS 9y} 0}
juU23U0d oIpne Bulppy

HSS u!
(PuAsy) J8s
Bunuawaydwi)

(ouAsy) anpow
piemuod g 21015




) ecLer

) ecLer

All  product characteristics are subject to variation due to production tolerances.
NEEC AUDIO BARCELONA S.L. reserves the right to make changes or improvements in the design or

manufacturing that may affect these product specifications.

For technical queries contact your supplier or distributor, or complete the contact form on our website

under Support / Technical Requests.

Motors, 166-168 -08038 Barcelona - Spain-(+34) 932238403 | information@ecler.com | www.ecler.com
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https://www.ecler.com/support/technical-requests.html
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